WHopmanoHHas NaMATKa A/ 00y4alIUXCs

C KaxapIM TOJOM MOJIOJIC)KW B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, & IIKOJbHUKU
OJHM W3 CaMbIX AaKTHBHBIX IOJb30Barene PyHera. Mexnay tTem, noMHUMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET W MPOOJIeMbl. JTa
IMaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThHCS B CETH.

KoMmnbrorepubie BUPYChI

KoMnboTepHblii BHUPYC - OTO PAa3HOBUAHOCTb KOMIIBIOTEPHBIX ITPOTPaMM,
OTJIMYUTETILHOW 0COOEHHOCTBIO KOTOPO SIBISIETCS] CITOCOOHOCTH K Pa3MHOKEHHUIO.
B nononHeHnne x 3TOMy, BUPYCBHI MOTYT ITOBPEAUTH WM IOJHOCTBIO YHUYTOXKUTH
Bce (haiiyibl U JaHHBIE, TOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTO ObLIa
3amylieHa 3apaXx€HHas MporpamMma, a TakXe NOBPEIUTh WM JaXe YHUUYTOKUTH
OTIEpPAIlMOHHYIO CHUCTEMY CO BceMu (aitiamu B 1esnoM. B 6osbIInHCTBE cilyyaeB
PaCIpOCTPAHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1.

2.

o

Hcnonb3yld COBPEMEHHBIE ONEPALUOHHBIE CUCTEMbI, UMEIOIIUE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

[TocrosHHOo ycTaHaBnuBail mnayth (UupoBBIE 3aIIaTKH, KOTOPBIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCA C UENbI0 JOpPaOTKU MporpaMMmbl) U
npyrue oOHOBJIEHUSI CBOEH oneparMoHHON cucteMbl. CkaunBail UX TOJBKO €
opunmanpHoro caita pazpaborunka OC. Eciau cyliecTByeT pexum
aBTOMATHUYECKOT0 OOHOBIIEHUS, BKIIIOUH €T0;

PaboTaili Ha cBoeM KOMIBIOTEpE IOJA TMpaBaMH TMOJb30BATENsA, a HE
aJIMUHHUCTpPATOpa. ITO HE TO3BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX TPOrpaMm
WHCTAJUINPOBATHCSA HA TBOEM NIEPCOHAIILHOM KOMITBIOTEPE;

Hcrnonb3yil  aHTUBHPYCHBIE  IPOTrPAMMHBIE  IPOAYKTBI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBJICHHEM 0as3;

Orpanunub (pU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;
Hcnonp3yil BHEIIHUE HOCUTENU UH(POPMAIUH, TaKhe KaK (Jelika, TUCK WK
(aiin U3 HHTEpHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB,;

He otkpbiBali KOMIBIOTEpHBIE (ailiibl, IMOJY4YEHHbIE W3 HEHAAEXKHBIX
UCTOYHUKOB. Jlaxke Te (aiinibl, KOTOpbIE MpHCIal TBOW 3HAKOMbIN. Jlyumie
YTOYHH Yy HETO, OTHPABJIISI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - aT0 He BuA mepemayn NAHHBIX, HE TEXHOJOTHWS, a BCErO JIMIIb OpEHI,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIAHUSI 3aperucTpupoBaia OpeH[
«WECA», uto o6o3Hauasio cinoBocoueranne «Wireless Fidelity», koropslit
NEPEBOIUTCS KaK «0eCIIpOBOAHASI TOUHOCTH.



Jlo Hammero BpeMeHH Aomuia Apyras a00peBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHosioruen. 9to abopeBuatypa « Wi-Fi». Takoe Ha3zBaHue ObLJIO TaHO C HAMEKOM
Ha CTaHJIapT BbICIIMI 3ByKoBOW TexHuku Hi-Fi, uro B mepeBoje o3Hauaer
«BBICOKAsI TOYHOCTH.

Jla, OecmaTHBIA WHTEPHET-IOCTYN B Kade, OTENsIX W a’dpomopTax SBISCTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIEpPTHI CUMTAIOT,
yT0 obmeaoctynHbsie WiFi ceTu He sBsitoTcst 6€30TacHBIMU.

CoBeTbI 110 0€30MaCHOCTH PadoTe B 001eA0CTYNHBIX ceTsix Wi-fi

1. He mepenaBaii cBOIO JMUHYI0 HH(pOpMarmio yepe3 obmenoctymHabie Wi-Fi
cetu. PaboTtas B HUX, KeJNaTebHO HE BBOAUTH MApOJIHM JOCTYyTMa, JJOTUHBI U
KaKue-TO HOMEDA,

2. Wcnonp3yit 1 OOHOBISIH aHTUBHUPYCHBIE IporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30Macuilb ce0sl OT 3aKaUuKH BUpPyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun dynkiuo «O06muit goctyn K ¢aiaam
u npuHtepam». JlaHHas QyHKIHA 3aKppITa TO YMOJIYaHHUIO, OIHAKO
HEKOTOpbIE TMOJIb30BATENM aKTUBUPYIOT €€ NIl yA00CTBa UCIOIb30BaHUS B
paboTte uim yueode;

4. He wucnonb3yit nyomuunbii WI-FI nang nepemaum JIMYHBIX [TaHHBIX,
HaIpUMep 7S BBIX0/1a B COIIMATIbHBIC CETH WU B DJIEKTPOHHYIO TIOUTY;

5. Unonw3yit Tonbko 3amuiieHHoe coeaunenue yepe3s HTTPS, a ue HTTP, T.e.
pu Habope BeO-ampeca BBOAN UMEHHO «https://»;

6. B moOunbHOM Tenedone otkimoun ¢GyHkimio «[logkmouenne k Wi-Fi
aBTOMaTuueckn». He  nmomyckali  aBTOMAaTHYECKOTO  MOJKIIFOYCHUS
ycTpoicTia K cetsim Wi-Fi 6e3 TBoero cornacus.

ConuajbHblIe CeTH

ConnasbHbBIC CETH aKTUBHO BXOJAT B HAIly »XHW3Hb, MHOTHE JIIOJM PabOTaIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIHAP]] YETIOBEK,
YTO SIBJSICTCSI OJHOM CEIbMOM BCEX KUTEJICH IIaHeThl. MHOTHME MoJIb30BaTEIn HE
MOHUMAIOT, YTO WH(OpMamus, pa3MelieHHas UM B COIMAIIbHBIX CETSIX, MOXKET
ObITh HalJieHa W HCIOJIb30BaHA KEM YIOJIHO, B TOM YHCJIE HE 00s3aTelbHO C
OJIaruMU HaMEPEHUSIMHU.

OcHoOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJbHBIX CETHAX:

1. Orpanunub civcok npy3ei. Y 1e0st B APY3bsiX HE JOJKHO ObITh CIIyYalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinaii CBOIO 4acTHYIO ku3Hb. He ykasbiBaii maposu, TeneoHsl, aapeca,
JaTy  TBOETO  POXIEHUS W JPYryl0  JWYHYI0  HH(pOpMAaIHUIo.
31I0yMBIIICHHUKHA MOTYT MCIIOIh30BaTh Jake WH(OPMAITUIO O TOM, KaK ThI
¥ TBOM POAMTEIIN TJIAHUPYETE IPOBECTH KAaHUKYIIBI;



3. 3ammimai CBOK PEemyTaluio - JIEPKU €€ B YUCTOTE U 3ajaBail cebe BOIpocC:
X0TeJNl Obl Thl, UTOOBI APYTUE MOJb30BATEIN BUICIH, YTO Thl 3arpy’Kaellib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIMKOBaTh, HAITMCATh U 3arPY3UTh;

4. Ecnu Tl TOBOPHIIL C JIFOJbMH, KOTOPBIX HE 3HAEIlb, HE UCIIOIb3yH CBOE
peallbHOe UMS U JAPYTYIO JIMYHYI0 MHGOpPMALUM: UMS, MECTO >KUTEJIbCTBA,
MECTO y4eObl U MpoYee;

5. Uzberaii pazmemenus ¢gotorpaduii B UHTEpHETE, Iie ThI M300pa)keH Ha
MECTHOCTH, 10 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIOKEHUE;

6. Ilpu perucrpanuu B COIMAIbHON CETH HEOOXOAMMO HCIIOIb30BaTh CIOKHBIC
MapoJIv, COCTOSITNE U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHeEE §;

7. Jns conuanbHON CETH, TIOUYTHI M JPYTHX CAUTOB HEOOXOIUMO HUCITIOIh30BATh
pasnbie mapoau. Torma ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TIOJTy4aT
JIOCTYII TOJBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbIH

JIEKTPOHHbIE JeHbI'M — 3TO OYeHb YAOOHBIA CIOCOO IIATEXKEH, OTHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JIEHbIH.

DJIEKTPOHHBIE JEHBIW TMOABUIIMCH COBCEM HEIABHO MU HMMEHHO M3-3a 3TOTO BO
MHOTHX FOCyAapCTBax /10 CHX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHr GyHKIHOHUPYIOT U O HUX YK€ IPOIKCAHO B 3aKOHE, TJe MX
pa3aeisioT Ha HECKOJIPKO BHJIOB - aHOHMMHBIC U HE aHOHMMHBIC. PazHuIa B TOM,
YTO QHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periacTcs IMPOBOIUTH Omepanuu 0e3
UISHTH(PUKAITNY TT0JIb30BaTEsA, & B HEAHOHUMHBIX MJICHTHU(GUKAIIUN TTOJIb30BaTEeIs
SIBIISIETCS 00S3aTEIIHLHOM.

Taxxke cienyer  pas3nuyarb — JJEKTPOHHbIE  (UATHbIE  JACHBIM  (paBHBI
rOCy/IapCTBEHHBIM BaJllOTaM) M 3JIEKTPOHHbIE HE(HUATHBIC JIEHbIM (HE paBHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcHoOBHBIE COBETHI M0 0€30MAaCHOIi padoTe ¢ JIEKTPOHHBIMH 1eHbIAMH:

1. IlpuBsxu K cuery MOOUJIBHBIN TenedoH. ITo camblil yOOHBINA U OBICTPBIN
crocod BOCCTAaHOBUTH AOCTYMN K cyery. [IpuBs3aHHbIN TenedoH MOMOXKET,
ecnu 3a0yjaellb CBOM IUIATEXKHBIM Iapojih WM 3aijeiib Ha calT c
HE3HAKOMOI'0 YCTPOMCTBA,

2. Ucnonw3yit omHopa3oBble mapoiu. llocrme mepexona Ha yCHICHHYIO
aBTOpuU3aIuio Tebe yxke He OyAeT Yyrpokarb OMACHOCTb Kpaxu WU
nepexsaTa IUIATEXHOr 0 apoJis;

3. Boibepu cnoxubiii napoib. I[lpectymHukam Oyzaer He MpoCTO yrajaTh
CJIOKHBIA ITapoJib. HanexxHple mapojii — 3TO MapoJiv, KOTOPBIE COAEPKAT
HE MEHEee 8 3HAKOB M BKIIIOYAIOT B C€OSl CTPOYHBIE U MPOIHUCHBIE OYKBBI,
nudpel M HECKOJBKO CHMBOJIOB, TakKHe€ KAk 3HaK Jojuiapa, (QyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.II. Hampumep, StROng!;;



4. He BBOJM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JI0BEpsEIIb.
JIEKTPOHHAS 10YTA

DJIEKTPOHHASI MOYTA — 3TO TEXHOJIOTHS M MNPEIOCTABISIEMBIE €10 YCIYrd IO
MIEPECHUIKE U MOTYUYEHUIO JICKTPOHHBIX COOOIIEHUHN, KOTOPBIC PACTIPEICIISIOTCS B
KOMITBIOTEpHOU ceTH. OOBIYHO DJICKTPOHHBIA TIOYTOBBIM SAIIUK  BBITJISINAT
CIEAYIONIUM 00pa3oM: UMs_TI0JIb30BaTeIA(@uMsI_JIoMeHa. Takxke KpoMe rnepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIepe1aBaTh (pailiibl.

OcHoBHBIE COBETHI 10 0€30NaCHOI padoTe ¢ JIEKTPOHHOM MOYTOIM:

1. Hago BbIOpaTh NpaBWIBHBIM TOYTOBBIA cepBUC. B wuHTEpHETE ecTh
OTPOMHBIM BbIOOp OECIUIATHBIX IOYTOBBIX CEPBHUCOB, OJHAKO JIy4Yllle
JIOBEPATH TEM, KOI'0 3HACIIb U KTO NIEPBbIA B PEUTHUHIE;

2. He yxa3biBail B TUYHOW moute JU4YHYIO uUH(popmaruio. Hanpumep, mydiie
BBIOpATh «MY3bIKaJIbHBIN (panaT@» uim «pok2013» BmecTo «teMal3»;

3. HMcmonw3yit AByXATAITHYIO aBTOPU3AIMIO. JTO KOT/Ia IOMUMO TapoJis HYKHO
BBOAUTH KOJ, MPUChUIAEMbI 0 SMS;

4. BpiOepu CIOXXHBIN mapoJib. JJIs KaKJI0ro mouTOBOIO SIIHMKA JOJDKEH OBITh
CBOU HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Eciin ecTb BO3MOXKHOCTH HamucaTh CaMOMY CBOW JIMYHBIA BOIIPOC,
VICIIOJIB3YHM 3TY BO3MOYKHOCTB;

6. Ucmonp3yii HECKOJBKO TIOYTOBBIX SMIUKOB. [lepBwlif i  9acTHOMU
NEPENUCKA C aJapecaTaMd, KOTOPBIM Tbl JOBEpSACHIb. IJTO 3JIEKTPOHHBIN
aZipec He HaJl0 UCIO0JIb30BaTh IPU PETUCTPALIMU Ha GopyMax U caTax;

7. He otkpbiBail (haiiibl U Jpyrue BIOKEHUS B IMUCbMAaX [aXK€ €ClId OHHU
IOPUIILIM OT TBOMX JApy3eH. Jlydie yrouHu y HUX, OTOPABIISUIA JIM OHU TeOe
3TH (aisl;

8. Ilocme okoH4yanuss pabOTHl HA TIOYTOBOM CEpPBHCE TEpe] 3aKPBHITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha « BRIATHY.

KuOepOysmHr UM BUPTyaJbHOE U3/1€BATEILCTBO

Kub6epOynanar — npeciieioBaHue COOOIICHUSIMU, COJECPKAITUMU OCKOPOJICHUSI,
arpeccuro, 3alyruBaHue; XyJIUraHCTBO; COI[MaIbHOE OOMKOTHPOBAHUE C TOMOIIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pb0e ¢ KHOEPOYVITUHIOM:

1. He Opocaiics B 60i. Jlyummuii cioco0: mMOCOBETOBATHCS KakK ceOsi BECTH W,
€CIIi HEeT TOT0, K KOMy MOKHO OOpaTHThCs, TO BHaYaje yCOKOUThCs. Ecnm
Thl HAYHEIIb OTBEYATh OCKOPOJEHHUSMH Ha OCKOPOJIEHUS, TO TOJIBKO €IIIe
OO0JIBIIE Pa30kKKEIb KOHPIUKT;

2. YnpaBisi cBoel KubeppenyTaimeii;



3. AHOHUMHOCTH B ceTr MHUMas1. CyIIeCTBYIOT CITOCOOBI BBISICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

4, He cTOUT BECTH XYJIMTaHCKHM oO0pa3 BUPTyaIbHOW >Xu3HU. WHTEpHET
(bUKCHUPYET BCE TBOM JICUCTBUSA U COXpaHSET UX. Y JAINTh UX OYyJeT KpailHe
3aTPYIHUTEIIBHO;

5. CoOnronait cBOM BUPTYaJIbHYIO YECTh CMOJIOY;

Urnopupyii  eauHuuHbli  HeratuB. OAHOpa3oBbIE  OCKOPOHUTENIbHbBIE

coOOIIeHusT Jydiie UrHopupoBaTh. OOBIYHO arpeccusi MpeKpamiacTcss Ha

HayvaJIbHOM CTaIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B
COIMAJIBHBIX CETAX €CTh BO3MOXKHOCThH OJIOKMPOBKH OTIIPABKU COOOIICHUH C
OIIPEAECIICHHBIX aJIPECOB;

8. Eciou 1B cBuumerens kubOepOysumHra. TBOM JCUCTBUS: BBICTYNHUTH MPOTUB
npecieaoBaTens, II0Ka3aTb €My, 4YTO €ro JEWCTBUS OLEHHUBAKOTCS
HETaTUBHO, TOAAEPXKaTh XKEPTBY, KOTOPOM HYXKHA TICUXOJIOTUYECKAs
MOMOIIIb, COOOIIUTH B3POCIBIM O (aKTe arpeCCUBHOTO MOBEICHUS B CETH.

o

MooOuiabHbId TesedoH

CoBpeMmeHHbIe cMapThOHBI M IUIAHIIETHI COJIEpKAT B ceOC BIIOJIHE B3POCIHBIN
GbyHKIIMOHAT, U TEMmepb OHU MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamu. OJTHAKO, CPEJICTB 3aIUTHI JJIsl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecThpoBaHWE€ W TIOUCK YSI3BUMOCTEM B HHUX MPOUCXOAUT HE TaK
WHTEHCUBHO, Kak st [1K, To ke camoe kacaeTcss 1 MOOMJIBHBIX MPHUJIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIC Opay3epbl YK€ MPaKTUYECKU JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO pacHMpeHue (yHKIMOHAIa BJIEYET 3a CO0O0M OOJIBIIYIO
CJI0OKHOCTh M MEHBIIYIO 3al[UIIECHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3BOAMUTCIM BBIITYCKAIOT O6HOBJ’ICHI/I${, 3aKPbIBAIOIIHEC
KPUTHYCCKHUC YA3BUMOCTH JJII CBOUX YCTpOI;'ICTB.

OcHOBHBIE COBETHI JJI151 0€30IIACHOCTH MOOWJIBHOTO Tesie()OHA:

1. Hudero He sBNsieTCS MO-HACTOAIIEMY OecruiaTHBIM. Byab ocTOpokeH, Bedb
Korja tebe MmpeanaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIaTHBIC YCIYTH;

2. lymaii, mpexze ueM oTnpaButh SMS, ¢oTo nuian Buaeo. Thl TOUHO 3HAEIIID,

r7ie OHu OyTyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBI JUIsi MOOMJIBHBIX TeJIe(h)OHOB;

He 3arpyxaii npuaoXeHus OT HEU3BECTHOI'O UCTOYHHMKA, BElb OHU MOTYT

COJIEPKaTh BPEIOHOCHOE MPOTrPAMMHOE 00ECIICUEHUE;

6. Ilocne Toro kaxk Thl BBIIJEIIBL C CaiiTa, TJ€ BBOAWI JIUYHYIO UHPOPMAIHIO,
3aiiiu B HACTPOITKU Opay3epa u ynanu cookies;

o s w



7. Tlepnoamdecku mpoBepsid Kakue IJIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. aBaii cBoii HOMEp MOOMJILHOTO Telie(pOHA TOJBKO JIOISAM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSICIIIb;

9. Bluetooth momxeH OBITH BBIKIIOUEH, KOTJa Thl MM HE TOJib3yelibcs. He
3a0bIBail MHOT 1A TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPACOUHbIE, 3aXBaTbIBAIOIINE pPa3BIICUCHUS,
00BEIUHSAIONINE COTHU ThICSY YEJIOBEK MO BceMy Mupy. Urpoku wucciemyror
JAHHBI UM MHUp, OOLIAIOTCA IPYT C JPYroM, BBINOJHSIOT 3aJJaHus, CPAXKAIOTCS C
MOHCTPAMH M TOJYYaloT ONBIT. 3a YJOBOJICTBUE OHM IUIATAT: MOKYHAIOT JUCK,
OIUIAYMBAIOT A0OHEMEHT MJIM MPUOOPETAIOT KAKKE-TO OILIMH.

Bce 3Tn cpencta mayT Ha MOMIEPKAHWE U PA3BUTHE WIPHI, a TaKKE HA camy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBbI aBTOPU3AIIMU, BBIITYCKAIOTCS HOBBIC
natyu (uQpoBbIe 3aIJIaTKU JUIsl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX Wrpax CTOUT OMacaThCi HE CTOJBKO CBOMX COMNEPHUKOB, CKOJBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIUU OOJIBITHHCTBA
urp.

OcHoBHbBIE COBETbI 110 0€30MACHOCTH TBOEIo HUI'POBOI'0 aKKayHTa:.

1. Ecnu npyroéi Uurpoxk BeAET ceOsl IJI0XO WM CO3/1aeT TeOe HENMPHUSTHOCTH,
3a0JIOKUPYH €T0 B CIIMCKE UTPOKOB;

[Toxanyiicss ailMUHUCTPATOpaM UTPbl Ha IJIOXO€ MOBEIAEHUE 3TOr0 UIPOKa,
YKEJATEIbHO MPUIOKUTh KAKHE-TO JI0KA3aTebCTBA B BUJIE CKPUHOB;

He yka3piBail muunyro nHbopmaImio B mpodaiiie urpsi;

YBaxaii Ipyrux y4aCTHUKOB [0 UTPE;

He ycranaBnuBaii HeoduimaabHbIe MATYX U MOJIBI;

Hcnonb3yii clIoXKHbIE U pa3HbIe TTApOJIH;

Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Tl Urpaeiib,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

N

Nogobkow

DOUIHHT WA Kpaika JINYHBIX JaHHbIX

OObIuHOM KpaXked JeHer U JOKYMEHTOB CETroJHSI YK€ HUKOTO HE YJIMBHIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJOTUM 3JI0YMBIIUIEHHUKHA TEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIICHHUYECTBA WU (PUIIMHT, TIaBHAs
Helb  KOTOPOrO  COCTOMT B IOJIyYEHHMUM  KOH(HMJIEHIUAIbHBIX  JIaHHBIX
M0JIb30BATENIEW — JIOTMHOB U mapoJeil. Ha anrnuiickom si3pike phishing untaercs
kak ¢pumuHr (0T fishing — pe1OHas noBsA, password — maposb).



OcHoBHBIE COBETHI M0 00pbOe ¢ GUIINHTOM:

1. Cneam 3a cBouM akkayHTOM. Eciu Tkl mojio3peBaelb, YTO TBOS aHKETa
Oblla B3JI0MaHa, TO HEOOXOAUMO 3a0JIOKMpOBaTh €€ W COOOIIUTH
aIMIHUCTpPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yit 6e3omacHbie BeO-CalThl, B TOM 4YHCJIC, HHTEPHET-MAara3uHOB H
IIOMCKOBBIX CHCTEM;

3. HUcnonp3yit cinokHble U pa3Hble maposd. Takum oOpazom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIITUICHHUKY TOJIyYaT JOCTYM TOJIBKO K OJTHOMY TBOEMY
poHIII0 B CETH, a HE KO BCEM;

4. Ecniu TeOs B3JIOMad, TO HEOOXOAWMO TMPEAYNPEIUTh BCEX CBOUX

3HAKOMBIX, KOTOpble J00aBlIeHbl y TeOsi B JpYy3bsiX, O TOM, 4YTO TeOs

B3JIOMAJM W, BO3MOXKHO, OT TBOETO HMMEHH OYJET pacChUIaThCA CaM |

CCBUIKHM Ha (PUIITMHTOBEIC CANTHI;

YcranoBu HagexHbid aposib (PIN) Ha MOOMIBHBIM TenedoH;

OTKII0YM COXpaHEHHUE NapoJis B Opaysepe;

7. He otkpsIBaii (aiiml M JApyrue BIIOKCHUS B IMHCHhMax IaXe €CIIM OHU
IPHUIIUTH OT TBOUX Jpy3el. Jlydine yrouHu y HUX, OTIPABIISIIN JIM OHU TeOe
9TU (ailibl.

o o

Hudposasi penyrauus

IudpoBas penmyraums - 5TO HETAaTUBHAS WJIM TTO3UTHUBHASI HH(OPMAITUSI B CETH O
tebe. Kommpomerupyromias uHpopMaius pa3MelIeHHass B HMHTEPHETE MOXKET
CEepPhE3HBIM 00pa3oM OTpPa3uTbCsl Ha TBOeH peanbHOM Ku3HU. «lludposas
pernyTarus» - 3T0 TBOH UMUK, KOTOPBIM hopmupyercs u3 uHbopmaiuu o Tede B
UHTEPHETE.

TBOE MECTO >XKHMTEJIbCTBA, y4eObl, TBO€ (PMHAHCOBOE IMOJIOKEHHUE, OCOOEHHOCTHU
XapakTepa U paccKkasbl 0 OJIM3KHX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue moApPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKallMM JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHUMAasT BO3MOXHBIX MOCIEACTBUN. Thl naxke HE
CMOJKEIIb J10TaaThCsi O TOM, 4TO (oTorpadus, pa3MelleHHas 5 JeT Ha3ajl, cTaia
IPUYUHON OTKAa3a MPUHATH T€0s HA paldoTy.

KoMmmenTapuu, pasmenienue TBoux ¢otorpaduil u Apyrve AEHCTBUS MOTYT HE
MCYE3HYTh JAXKE MOCIE TOr0, KaK Thl UX YIAJIWIIb. Thl HE 3HACHIb, KTO COXPAHUII
3Ty UH(POPMALIKIO, MONaja JIM OHA B TOMCKOBBIE CUCTEMbI M COXpPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpY’Karollee JI0AU, KOTOPble HAUAYyT U yBUAST
sT0. Haiitn uH(pOpManuo MHOTO JIET CIYCTS CMOXET JI000H - Kak u3 J00phIX
noOyXJeHUI, TaKk M C HAMEPEHUEM MPUUYMHUTH BpPEJ. ODTO MOXKET ObITh KTO
YTOJIHO.

OcHoBHBIE COBeTHI IO 3aMUTe HU(POBOI penmyTAINMN:



1. Tlomymaii, mpexe 4em 4To-TO IMyOJIMKOBaTh W TMepenaBath y ce0s B Ojore
WIH B COIIMAILHOW CETH;

2. B mHactpoiikax mnpoduisi yCTaHOBH OTpPaHUYCHHUS HA TPOCMOTP TBOETO
pouUIIs U €ro CONEeP)KUMOTO, CIIeTIail €ro TOIBKO «JIJIS IPY3ei»;

3. He pasmemaii u He yka3biBail MHQpOpMaIHIO, KOTOpass MOXXET KOTro-Iudo
OCKOPOJISTH WM O0MXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJFHUKU- aKTUBHBIE TOJIH30BATEIN HU(PPOBOTO MPOCTPAHCTBA.
OnHako Janeko He BCE 3HAIOT, YTO IOJb30BAHWE MHOTHMH BO3MOXKHOCTSIMU
uudpoBoro Mupa TpeOyeT CcoOJIOJIEHHS TMpaB Ha  MHTEIUIEKTYaJbHYIO
COOCTBEHHOCTb.

TepMuH «HUHTENIEKTyaldbHass COOCTBEHHOCTb» OTHOCHTCA K  Pa3InYHbIM
TBOPEHHSAM YEJIOBEUECKOIO0 yMa, HayMHasi C HOBBIX H300pETEHHIl U 3HAKOB,
0003HaYaIOMUX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH , U 3aKaHUMBasi KHUTAMHU,
¢dororpadusaMu, KHHOPHUIBMAMU U MY3bIKAJIbHBIMU MPOU3BEACHUSIMH.

ABTOpCKHe TpaBa - 3TO MpaBa HA MHTEIUICKTyaJlbHYIO COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAYKHU, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HHTEIUICKTYaJIbHBIN/TBOPUECKHA TPYyI aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeJIUBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTatax CBOETO TPyHAa, MOJYyYUTh W3BECTHOCTh W mpusHaHue. Hukrto 6e3
paspelieHus aBTOpa HE  MOXKET BOCHPOU3BOJAUTH  €r0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, NTyOJUYHO JIEMOHCTPHPOBATH, IIPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO MCHOJHSTH, NOKAa3bIBATH/UCIOJHATE B 3dUpe WU
pasmewars B IHTEpHETE.

Hcnonp3oBaHne «IUPATCKOT0» MPOTPAMMHOTO O0ECTICUCHUS] MOKET MPHUBECTH K
MHOTHM pUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JO0 OJOKHPOBKH TBOETO
YCTPOMCTBA, T'ZI€ YCTAHOBJIEHHBIM HE JerajapHas nporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYET JICTalibHble U O€CIIaTHBIE MPOTPAMMBI, KOTOpPbHIC
MOKHO HAUTH B CETH.

O noprane

CereBUYOK.p() - TBOHM TJABHBIM COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETHU IMOHATHBIM M JIOCTYIHBIM SI3bIKOM, @ MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallMM OOpaTUThCA 3a COBETOM. A TakXe MPHUHITh y4yacTHE B
KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM IPaskJaHUHOM
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